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Amendments to the Drawings

The attached sheets ofdrawings include new Figs. 4 and 5. No changes have been made

to previously-submitted drawing figures.
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Remarks

Claims 33-36 are pending in Ae application. Claims 33-36 were rejected. The

claims are not amended. Claims 33 and 35 are the independent claims. Reconsideration

of tlie amended application i*5 respectfully requested.

The examiner objected to the drawings under 37 CFR 1 .83(a) as not showing

every feature ofthe invention recited in the claims. In particular, the examiner required

drawings showing the message exchange protocols of claims 33 and 35. New drawing

Figures 4 and 5 are submitted herewith in compliance with tlie examiner's request. The

objection, therefore, should be withdrawn,

The examiner rejected claims 33 and 35 under 35 USC §112, first paragraph, as

failing to comply with the enablement requirement In particular, the examiner stated

that the claim limitation "generating, by the first party, a first asymmetric key pair based

on the base, prime, and sub-prime parameters, and a shared key based on the second

public key" is not clearly and specifically addressed in the specification, especially

regarding the limitation, "a shared key based on Ihc second public key/* The examiner

acknowledged that the specification discloses how the shared key is created from the

public keys exchanged between the parties. However, the examintjr asserted that a

middle-man attack problem remains unresolved if the claimed invention is practiced

according to the disclosure, and noted that such a problem was noted by Chen et al. I he

examiner concluded that one of skill in the art would not know how to use the claimed

invention based on the disclosure.
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It is respectfully noted that the enablement requirement of 35 USC §1 12 requires

that the invention as claimed be described in the specification such that one of ordinary

skill in the art can practice the invention as claimed. The enablement requirement does

not require that the invention as described and claimed be suitable for a particular

purpose, nor is it required that the invention as described and claimed overcome problems

noted in the prior art. In the present application, the claims recite a particular method of

establishing a secure communication channel As acknowledged by the examiner, the

specification provides sufficient explanation to allow one of ordinary skill in the art to

practice the invention as claimed. The claims do not recite a method of establishing a

communication channel that is invulnerable to attack or that overcomes deficiencies

noted by the prior art, and the enablement requirement does not compel that the

!q>ecincalion disclose more than that which is claimed.

For at least the reasons notes above, it is submitted that the specification is

enabling. The rejection, therefore, should be withdrawn.

The exajniner rejected claims 33 and 35 under 35 USC §112, second pKmgraph,

as being indefinite. In particular, the examiner stated that the claim language *^et label"

is not specifically defined in the specification with respect to how the net label is related

to respective identification numbers and how to use this net label specifically in

establishing a secure communications channel*

On page 14 of the written description, for example, at lines 7 and 8, it is disclosed

thai each platform generates a pair of CKLM labels, which each include an idcutiiieaiiuu

number and a random number. As recited in the claims, net labels and private labels, as
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well as other elements^ are encrypted and exchanged belween parties. Receipt of

idOTtification numbers is confirmed iwior to communication, a$ recited in the claims and

as disclosed in the written description on, for example, page 1 5, at lines 8-10.

For at least the reasons noted above* it is respectfully submitted that the claims are

definite with respect to the language noted by the examiner. The rejection, therefore,

should be withdrawn.

The examiner rejected claims 33-36 under 35 USC §103 as being unpatentable

over Chen et al., in view ofElgamal et al.

Independent claim 33 recites a method ofestablishing a secure communication

channel. According to the claimed melliod, the following actions take place:

- A first party sends a secure call notification to a second party.

- The first and second parties access base» prime, and sub-prime parameters.

- The second party generates a second asymmetric key pair comprising a second

public key and a second private key, based on the base, prime, and sub-prime parameters.

- The second party sends the second public key to the first party.

- The first party generates a net label, a private label, a random value, a first

asymmetric key pair comprising a first public key and a first private key based on the

base, prime, and sub-prime parameters, and a shared key based on the second public key.

- The first party encrypts the net label, the private label, and the nmdom value,

using the shared key,

- The first party sends the encrypted net label, the encrypted private label, the

encrypted random value, and the first public key to the second party.
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* The second party generates the shared key based on the first public key.

- The second party decrypts the encrypted net label, the encrypted private label,

and the encrypted random value using the shared key*

- The first and second parties exchange respective identification numbers lo

establish the secure communication channel

In contrast, Chen et ai. disclose public key sterilization, by which public keys arc

certified. Chen et aJ. describe generally-known public key cryptographic concepts

(column 3, line 55 through column 4, line 6), the DifTie-Hellman key exchange scheme

(column 4Jines 7-63), basic encryption concepts (column 4, line 65 through column 6,

line 8), and the methodology behind digital signaluxeij (column 6, line 10 through column

7, line 3). At column 9, line 46 through column 10, line 21, Chen et al, describe a

discrete logarithm public key sterilization scheme by which a t^er generates public and

private key pairs and submits these to a certificate authority for sterilizing, that is, the

certificate authority generates a second key pair based on the user's key pair, wherein the

second key pair is less likely to be used in a malicious manner. Unlike the method of

claim 33, a secure communication channel is not established. That is^ keys are not

exchanged in order to secure communication betvyeen the user and the certificate

authority. Rather* the user's keys are replaced so that the user can later establish secure

conraiunication with another user.

Likewise, Chen et aJ, describe, at column 10, line 22 through column 11, line 25,

an RSA public key sterilization scheme. Again, the user generates a public/private key

pair, and transmits the key pair to the certificate authority, which generates a sterilized
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version of the key pair and provides this second key pair to the user. The user can then

use the second key pair in place of the original key pair for secure communication with

another user. Chen et aL do not disclose the fonnation of a secure channel between those

two users, only the generation of a sterilized key for use by a user. Details of the use of

the sterilized keys are limited to the Chen et al. descriptions of genera] encryption and

digital signature processes.

ITie examiner stated that Chen et al teach a method of establishing a secure

communication channel including sending, by a first party, a secure call notification to a

second party, citmg column 11, line 40. The passage at column 1
1 , lines 27 through

column 1 2, line 3 describes that sterilization of keys according to the Chen et al. meihod

will thwart malicious attacks, and describes how the method utilized by the certificate

authority can be modified in order lu make sterilization more effective. In this passage,

Chen et al. refer back to the section beginning at column 7, line 56, in which a

conventional communication session is described and for which vulnerabilities are

pointed out. The Chen et aL sterilisation process is disclosed as a means to overcome the

vulnerability exhibited by the conmiunication between the parties; the Chen et al. method

does not include the session key protocol, nor is the disclosed protocol the same as that

recited in the claims.

As acknowledged by llie examiner, Chen et aK do not disclose generatuig, by the

first user, a net label, a private label, and a random value. Chen ct al. do not disclose or

suggest generating these values, because a secure channel is not being established.

Flgamal et al. discloses a secure socket layer application program, thai is, a channel for
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conducting secure transactions over a network. As nolcd by the examiner, Elgamal et aL

disclose the transmission of challenge data from a client to a server. HIgamal et al. state

that this challenge data is a random number used to ensure chaimel security (column 7,

lines 1 3-18). Thus, the challenge data does not include a net label and a private label, as

asserted by the examiner. Cipher-specs are sent with the challenge data, but these are just

indications ofwhich bulk ciphers are supported by the client* and arc not net labels or

private labels. The examiner asserted that the random value and the net label/private

label are equivalent to the challenge data that arc used to generate the secure session key

in establishing the secure communication channel as taught by Elgamal et al., citing the

passage at column 7, lines 16-19. However, in the very passage cited by the examiner,

Elgamal et al. disclose that the challenge data is only a random number, and makes no

mention ofany labels. Elgamal et al. do not disclose or even suggest the use of net labels

or private labels as recited in the claims.

Thus, Elgamal et al. fail to overcome the noted deficiencies of the Chen et aL

disclosure. That i», neither reference discloses at least the use of net labels and private

labels in establishing a secure communications channel. Further, even if Elgamal ct al.

disclosed net labels and private labels, there would be no reason for one of ordinary skill

in the art to apply that teaching to the Chen et al. process, because Chen et al. do not

disclose ihc establishment of a secure communication channel. Rather, Chen et al.

disclose the generation ofkeys that can be used to provide reliable encryption of data and

digital signatures. Chen et al. provide no motivation to one of skill in the art to secure a

communications channel by creating a secure socket layer such as that disclosed by
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Elgamal et al. Likewise^ Elgamal et al provide no suggestion that the disclosed secure

socket layer could be provided to greater advantage through the exchange of net labels

and private labels.

For at least the foregoing reasons, it is submitted thai no combination of the

teachings of the cited references would be proper, and further that such combination still

would not disclose all of the elements ofclaim 33, and therefore could not render obvious

the invention recited by claim 33, Claim 34 depends fiom claim 33, and therefore also

cannot be rendered obvious by the combination ofthe cited references. The rejections of

claims 33 and 34, therefore, should be withdrawn*

Claim 35 recites a method of establishing a secure communication channel.

According to the claimed method, the following actions take place:

- A communication link is established among at least three parties comprising a

first party and other parties.

- The first party sends a broadcast conference call notification to the other parlies,

- The first party and the other parties access base, prime, and sub-prime

parameters.

- The first party generates a net label, a random value, and a first asymmetric key

pair comprising a first public key and a first private key based on the base, prime, and

sub'prime parameters.

- The first party sends the first public key to each of the other parties.

- Each of the other parties generates a respective private label, a respective other

asymmetric key pair comprising a respective other public key and a respective other
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private key based on the base> prime, and sub-prime parameters, and a respective olher

shared key based on the first public key.

- Each of the other parties encrypts the respective private label using the

respective shared key.

- Each of the other parties sends the respective encrypted private label and the

respective other public key to the first party.

- The first user computes each respective shared key from each respective public

key sent by the other parties.

- The first party decrypts each respective encrypted private label using the

respective shared keys,

- The first user encrypts the net label and the random number, respectively* using

the respective shared keys.

- The first party sends the respective encrypted net labels and the respective

encrypted random values to the respective other parties,

- The other parties decrypt the respective encrypted net labels and the respective

encrypted random values using the respective shared keys,

- The first user and the other users establish the secure communication channel

using the net label and the random value.

In contrast, Chen et al. disclose public key sterilization, by v^ch public keys arc

certified, Chen et aL describe generally-known public key cryptographic concepts

(column 3, line 55 through column 4, line 6), the Diffie-Hellman key exchange scheme

(column 4,lines 7-63), basic encryption concepts (column 4, line 65 through column 6,
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line 8), and the methodology behind digital signatures (column 6, line 1 0 thivugh column

7, line 3). At column 9, line 46 through column 10, line 21 , Chen et al. describe a

discrete logarithm public key sterilization scheme by which a user generates public and

private key pairs and submits these to a certificate authority for sterili2dng, that is, the

certificate authority generates a second key pair based on the user's key pair, wherein the

second key pair is less likely to be used in a malicious manner. Unlike the method of

claim 35, a secure communication channel is not established among three or more users.

That is, keys are not exchanged in order to secure communication between the user and

the certificate authority. Rather, the user^s keys are replaced so that the user can later

establish secure communication with another user.

Likewise, Chen et al. describe, at column ! 0, line 22 through column 1
1 , line 25,

an RSA public key sterilization scheme. Again, the user generates a public/private key

pair, and transmits the key pair to the certificate authority* which generates a sterilized

version ofthe. key pair and provides this second key pair to the user. The user can then

use the second key pair in place of the original key pair for secure communication with

another user. Chen et al. do not disclose the formation ofa secure channel between those

two iisers> or among more than two users, only the generation of a sterilized key for use

by a user. Details of the use ofthe sterilized keys are limited to the Chen et al,

descriptions of general encryption and digital signature processes.

'llie examiner stated that Chen et al. teach a method of establishing a secure

communication channel including sending, by a first party, a secure call notification to a

second party, citing column 11, line 40. The passage at column 1 1, lines 27 through
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column 1 2, line 3 describes that sterilization ofkeys according to the Chen et al. method

will thwart malicious attacks, and describes how the method utilized by the certificate

authority can be modified in order to makts sterilization more effective. In this passage,

Chen et al. refer back to the section beginning at colimin 7, line 56, in which a

conventional commimication session is described and for which vulnerabilities are

pointed out. ITie Chen et al. sterilization process is disclosed as a means to overcome the

vuhiembility exhibited by the communication between the parties; the Chen et al. method

does not include the session key protocol, nor is the disclosed protocol the same as that

recited in the claims.

As acknowledged by the examiner, Chen et al. do not disclose generating, by the

first user, a net label, a private label, and a random value. Chen et al do not disclose or

suggest generating these values, because a secure channel is not being established.

Elgamal et al. discloses a secure socket layer application pixigram, that is, a channel for

conducting secure transactions over a network. As noted by the examiner, Elgamal ct aL

disclose the transmission ofchallenge data from a client to a server. Elgamal et al, state

that this challenge data is a random number used to ensure channel security (column 7,

lines 1 3-18). Thus, the challenge data does not include a net label and a private labels as

asserted by the examiner. Cipher-specs are sent with the challenge data^ but these are just

indications ofwhich bulk ciphers are supported by the client^ and are not net labels or

private labels. The examiner asserted thai the random value and the net label/private

label arc equivalent to the challenge data that are used to generate the secure session key

in establishing the secure communication channel as taught by Elgamal et al., citing the
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passage at column 7» lines 1 6-19. However, in the very passage cited by the examiner,

Elgamal et al, disclose that the challenge data is only a randiim number, and makes no

mention of any labels. Elgamal ei al. do not disclose or even suggest the use of net labels

or private labels as recited in the claims.

Thus, Elgamal et al. fail to overcome the noted deficiencies ofthe Chen el al.

disclosure. That is, neither reference discloses at least the use ofnet labels and private

labels in establishing a secure communications chamicL Further, even if Elgamal et al.

disclosed these labels, there would be no reason for one of ordinary skill in the art to

apply that teaching to the Chen et al. process, because Chen ct al. do not disclose the

establishment of a secure communication channel among three or more users. Rather,

Chen et al, disclose the generation ofkeys that can be used to provide reliable encryption

of data and digital signatures. Chen et al. provide no motivation to one of skill in the art

to secure a communications channel by creating a secure socket layer such as that

disclosed by Elgamal et al likewise, Elgamal ct al. provide no suggestion that the

disclosed secure socket layer could be provided to greater advantage through the

exchange of net labels and private labels.

For at least the foregoing reasons, it is submitted that no combination of the

teachings of the cited references would be proper, and further that such combination still

would not disclose all of the elements ofclaim 35, and therefore could not render obvious

the invention recited by claim 35. Claim 36 depends from claim 35, and therefore also

cannot be rendered obvious by the combination ofthe cited references. The rejections of

claims 35 and 36, therefore, should be withdrawn.
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Based on the foregoing, it is submitted thai all objections and rejections have been

overcome. It is therefore requested that the Amendment be entered, the claims allowed,

and the case passed to issue.

Respectfully submitted.

March 6, 2006
Date

TMC:hlp

Registration No. 36,478

Customer Number 49691

(828) 253^8600
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